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Analysis of a Captured File
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Step 1: Files Overview

[a): |G:\F'rograrn FilessIP TraffictSample]_PCHa. Tre [B]: |G:\Program FilzgAIP TraffichS amplel_PCHE. Tre

(A) is used as reference for the analysis Collapze Expand |
+-[]192.168.0.130 --> 192.168.0.30 (5004 Pkts - 1 Connection(s) ] +-192.168.0.130 > 192.168.0.30 (5007 Pktz - 1 Connection(z] )
= 192.168.0.30 > 192.168.0.130 (7507 Pkts - 2 Connection(s] | +-192.168.0.30 --» 192.168.0.130 (7504 Pkts - 2 Connection(z] |

Ports: 2010 --> 1085 [Protocal: TCF)
Ports: 106E --» 2011 (Protocal: UDF)

Packets scanned: 12511 [finished) Packets scanned: 12511 [finizhed)

‘when the scan iz complete, please select in 4] a couple of IP addresses or connections for a couple of P addresses. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source D estination Others ...
v IP Address v IP Address Iv Identification (IF header field]
v Part Mumber v Part Mumber

Statuz  |Synchro Found [File A: Packet #1 <--» File B: Packet #1)

[Seceen |

‘You can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™
Murnber of packets analysed: 26022 / 26022 (100 % processed]

Spnthesis of the Analysis made on these bwo Files
Couple of IP Addrezzes selected: 192.168.0.30 <> 192.168.0.130
Mumber of Packets found coresponding to the Search Criteria: 12514
Mumber of IDP Connectiohs found: 1
Murnber of TCP Connections found: 1
Feplay Traffic Duration: 1 mn 57 5

Frocessing of the sniffed traffic files iz ended, you can now press "OK"

Cancel |

e Inthe Step 1, IP addresses 192.168.0.30 = 192.168.0.130 are selected.

e In step 2, the synchronization criteria are set.

e After running step 3, the synthesis is displayed showing 1 TCP and 1 UDP connection.

e By using the “Packet Statistics” option, the results shown overleaf are displayed.
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Offline Packet Statistics

| Computer A ==> Computer B | Computer B ==> Computer A

IP address of A 192.168.0.30 IP address of B : 192.168.0.130

Tirme (UTC) Sta.. | Tra.. | Port-» ... | IP size (pro... | Identi.. Time (UTC) Sta.. | Tra.. | Port-> ... | IP size (pro... | Identi..
(522:00:43.428  Sent .. 2010-=1. 48 (TCP) D013~ |[(D22:00:43.420 Sent .. 1055-32.. 48 (TCF)  xBa41
PCZ2:00:43.451  Sent O 20010-=1.. 40(TCPY =DO14 PCZ2:00:43.420  Sent 07 1085-=2.. A0 (TCPY  xB442
PCZ2:00:43.490  Sent O 20010-=1.. 40(TCPY «DO15 PCZ2:00:43.423  Sent  1(7) 1085-=2.. 1500 (TCP) #6443
PCZ2:00:43.530  Sent O 20010-=1.. 40(TCP) «DO1B PCZ2:00:43.442  Sent  1(7) 1085-=2.. 1500 (TCPY)  x6444
PCZ2:00:43.570  Sent O 20010-=1.. 40(TCPY =DO17 PCZ2:00:43.462  Sent  1(7) 1085-=2.. 1500 (TCP) #6445
PCZ2:00:43611  Sent O 20010-=1.. 40 (TCPY =DO18 PCZ2:00:43.481  Sent 107 1085-=2.. 1500 (TCPY)  x6446
PCZ2:00:43651  Sent O 2010-=1.. 40(TCPY =DO19 PCZ2:00:43.501  Sent 107 1085-=2.. 1500 (TGP «B447
PCZ2:00:43691  Sent O 20010-=1.. A0 (TCFY =DO1A PCZ2:00:43.521  Sent 107 1085-=2.. 1500 (TCP)  x6448
PCZ2:00:43731  Sent O 20010-=1.. 40(TCP) =DO1B PCZ2:00:43.541  Sent 107 1085-=2.. 1500 (TCP)  x6443
PCZ2:00:43771  Sent O 2010-=1.. 40(TCPY =DONC PCZ2:00:43.561  Sent 107 1085-=2.. 1500 (TGP wbdda
PCZ2:00:43.810  Sent O 20010-=1.. 40(TCPY =DO1D PCZ2:00:43.582  Sent  1(7) 1085-=2.. 1500 (TCP) w6448
PCZ2:00:43.850  Sent O 20010-=1.. 40(TCP) =DOE PCZ2:00:43.602  Sent 207 1085-=2.. 1500 (TCP) w6440
PR2-OMA7RON  Sant 007 201021 AN TRy mn|1 F PE2OMNA7R?? Sent 10 ANRA-x7 1AM (TP ymldn
Paort -= Port(Prat... | Packets | Lost | % L. | Delay | Jitter Part -= Port(Prat.. | Packets | Lost | % L... | Delay | Jitter
Total Computer A 7a07 3 0%  120ms 1 ms Total Computer B s007 3 0% 8 ms 0 ms
1066 -= 2011 (UDP) 5000 3 0%  178ms  1ms 10585 -= 2010 (TCH) 5007 3 0% g ms 0ms
2010 -= 1055 (TCF) 2507 a 0% G ms 0ms

In this example, 3 UDP packets have been lost and the transit delay has an average of 178 ms for the
UDP connection. 3 TCP packets sent by PC #B have been lost and the average transit delay is 7 ms.
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